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Abstract:-Wireless Sensor Network (WSN) is an emerging
technology that shows great assure for various futuristic
applications both for public and military. Many researchers tried
to develop further cost and energy efficient computing devices
and algorithms for WSN but the most challenging is to fit the
security of WSN into that strained environment. However,
security is crucial to the success of applying WSN. So it becomes
essential to be familiar with the security aspects of WSN before
designing WSN system. When sensor networks are deployed in an
aggressive terrain, security becomes extremely important, as they
are prone to different types of despite attacks. The intent of this
paper is to investigate security problems and various security
requirements. We identify the attacks at all the layers of WSN
network architecture and also tried to find their possible solution.
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I.  INTRODUCTION
A Wireless Sensor Network is a combination of wireless
networking and embedded system technology that monitors
physical or environmental conditions, such as temperature,
sound, vibration, pressure, motion or pollutants, at different
locations. Initially, Wireless Sensor Networks were mainly
used for military surveillance.
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Fig 1: Wireless Sensor Network architecture
The basic idea of sensor network is to disperse tiny sensing
devices; which can sense some changes of incidents and
communicating with other devices, over a specific geographic
area for some specific purposes like target tracking,
surveillance, environmental monitoring etc. Sensors that are in
use today can monitor temperature, pressure, humidity, soil

makeup, vehicular movement, noise levels, lighting
conditions, the presence or absence of certain kinds of objects
or substances, mechanical stress levels on attached objects,
and other properties [1]. The communication among the
sensors is done using wireless transceivers in wireless sensor
networks. Sensor networks concern to a heterogeneous system
combining tiny sensors and actuators with general-purpose
computing elements. The figure 2 shows the complexity of
wireless sensor networks, which generally consist of a data
acquisition network and a data distribution network which is
monitored and controlled by a manager center. The superfluity
of available technologies makes even the selection of
components difficult and also makes the design of a
consistent, reliable, robust overall system.
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Fig 2: Wireless Sensor Networks
Security is a common concern for any network system, but
security has a great importance in Wireless Sensor Network to
ensure its application success. For example, when sensor
network is used for military purpose, it is very important to
keep the sensed information confidential and authentic. As
many existing security schemes for traditional networks are not
applicable for WSN so providing security for WSN represents
a rich field of research. For example, WSN requires
unimportant security mechanism to minimize the overhead so
that performance of network remains unaffected. The reason is
that WSN has less resources and network than traditional
networks. The battery power and memory size is very limited
and computational ability is also very limited. A typical sensor
node processor is of 4-8 MHz, having 4KB of RAM and
128KB flash [3]. Sensor nodes are dispersed randomly in the
unreachable manner, wild environment without any
infrastructure support and operate unsupervised.
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Il.  OBSTACLES IN DEVELOPING SECURITY
PROTOCOLS FOR SENSOR NETWORKS

Normally, sensor nodes interact with their surrounding
environment because they are densely distributed. A wireless
sensor network is a special network which has many
constraints compared to a traditional computer network. Due to
these constraints it is challenging to directly utilize the existing
security approaches to the area of wireless sensor networks.
Hence, to develop the useful security mechanisms, it is
necessary to know and understand these constraints first [2].
A. Very Limited Resources
Certain amount of resources is needed for all security
approaches for the implementation, including data memory,
code space and energy to power the sensor.
1) Limited memory and storage space: A sensor is a tiny device
with only a small amount of memory and storage space for the
code. So it is necessary to limit the code size of security
algorithms to build an effective security mechanism. For
example, one common sensor type (TelosB) has an 16-bit, 8
MHz RISC CPU with only 10K RAM, 48K program memory,
and 1024K flash storage[8]. The total code space of TinyOS,
the de-facto standard operating system for wireless sensors, is
approximately 4K [5], and the core scheduler occupies only
178 bytes.
2) Power limitation: Since sensor nodes are usually operated by
limited batteries, however, energy is a very scarce resource for
such sensor systems and has to be managed wisely in order to
extend the life of the sensor nodes for the duration of a
particular mission. Energy consumption in a sensor node can
be due to either “useful” or “wasteful” sources. Sensor nodes
cannot be easily replaced (high operating cost) or recharged
(high cost of sensors). Therefore, to extend the life of the
individual sensor node and the entire sensor network the
battery charge taken with them must be preserved. The extra
power consumed by sensor nodes due to security is related to
the processing required for security functions (e.g., encryption,
decryption, signing data, verifying signatures), the energy
required to transmit the security related data or overhead (e.g.,
initialization vectors needed for encryption/decryption), and the
energy required to store security parameters in a secure manner
(e.g., cryptographic key storage).
B. Unreliable Communication
Unreliable communication is another threat to sensor security.
The security of the network relies heavily on the
communication protocol.
1) Unreliable transfer: The packet-based routing of the sensor
network is connectionless thus inherently unreliable. Packets
may get damaged due to channel errors or dropped at highly
congested nodes. The result is lost or missing packets. If the
protocol lacks the appropriate error handling it is possible to
lose critical security packets, for example, a cryptographic key.
[6]
2) Conflicts: The communication may still be unreliable, due to
the broadcast nature of the wireless sensor network even if the
channel is reliable. In a high density network there is a major

problem that if packets meet in the middle of transfer, conflicts
will occur and the transfer itself will fail.

3) Latency: The difficulty arises to achieve synchronization
among sensor nodes due to the multi-hop routing, network
congestion, and nodes processing that lead to greater latency in
the network. The synchronization issues can be critical to
sensor security where the security mechanism relies on critical
event reports and cryptographic key distribution.

C. Unattended Operation

The sensor nodes may be left unattended for long periods of
time depending on the function of the particular sensor
network. There are three main caveats to unattended sensor
nodes:

1) Exposure to Physical Attacks: The sensor may be distributed
in an environment open to adversaries, bad weather, and so on
The physical attack in such an environment is therefore much
higher than the typical PCs, which is located in a secure place
and mainly faces attacks from a network.

2) Managed Remotely: Remote management of a sensor
network makes it virtually impossible to detect physical
tampering (i.e., through tamper proof seals) and physical
maintenance issues (e.g., battery replacement).

3) No Central Management Point: As a sensor network is a
distributed network without any central management point, this
will increase the property of being able to survive and grow of
the sensor network. It will make the network organization
difficult, inefficient, and fragile when designed improperly.

. SECURITY REQUIREMENTS
Sensor networks are used in a number of domains that handle
sensitive information. Due to this, there are many

considerations that should be investigated and are related with
protecting sensitive information traveling between nodes
(which are either sensor nodes or the base station) from been
disclosure to unauthorized third parties.

A. Data Confidentiality

Data confidentiality is the most important issue in network
security. Confidentiality requirement is needed to ensure that
sensitive information is well protected and not revealed to
unauthorized third parties. A sensor network should not leak
sensor readings to its neighbors. Especially in a military
application, the data stored in the sensor node may be highly
sensitive.

B.  Authentication

In the case of sensor networks, it is essential for each sensor
node and base station to have the ability to verify that the data
received was really send by a trusted sender and not by an
adversary that tricked legitimate nodes into accepting false
data. If such a case happens and false data are supplied into
the network, then the behavior of the network could not be
predicted and most of times will not outcome as expected.
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C. Data Integrity

With the implementation of confidentiality, an adversary may
be unable to steal information. However, this doesn’t mean the
data is safe. Lack of integrity could result in many problems
since the consequences of using inaccurate information could
be disastrous, for example for the health care sector where
lives are endangered. Thus, data integrity ensures that any
received data has not been altered in transit.

D. Data Freshness

Even if confidentiality and data integrity are assured, we also
need to ensure the freshness of each message. Data Freshness
shows that the data is recent. This is an important security
requirement to ensure that no message has been replayed
meaning that the messages are in an ordering and they cannot
be reused. To achieve freshness, network protocols must be
designed in a way to identify duplicate packets and discard
them preventing potential mix-up.

E.  Availability

The wireless sensor network will introduce some extra costs to
adjust the traditional encryption algorithms. Availability
ensures that services and information can be accessed at the
time that they are required. Lack of availability may affect the
operation of many critical real time applications like those in
the health care sector that require a 24 / 7 operation that could
even result in the loss of life. Therefore, it is critical to ensure
resilience to attacks targeting the availability of the system and
find ways to fill in the gap created by the capturing or
disablement of a specific node by assigning its duties to some
other nodes in the network.

F.  Self-Organization

A wireless sensor network is a an ad hoc network which
requires every sensor node be independent and flexible
enough to be self-organizing and self-healing according to
different situations. No infrastructure is present in a sensor
network for network management. For example, the dynamics
of the whole network inhibits the idea of pre-installation of a
shared key between the base station and all sensors [8].Several
random key predistribution schemes have been proposed in
the context of symmetric encryption techniques [9, 10, 11, 12].

G. Time Synchronization

Some form of time synchronization is required in most sensor
network applications. In order to preserve power, an individual
sensor’s radio may be turned off for periods of time. As the
packet travels between two pair wise sensors so sensors may
wish to compute the end to end delay. For some applications
sensor network may require group synchronization. In [20],
the authors propose a set of secure synchronization protocols
for sender-receiver (pair wise), multi hop sender-receiver (for
use when the pair of nodes are not within single-hop range),
and group synchronization.

H. Secure-Localization

The utility of a sensor network will rely on its ability to
accurately and automatically locate each sensor in the
network. A sensor network designed to locate faults will need
accurate location information in order to pinpoint the location
of a fault. Unfortunately, non-secured location information can
easily manipulated by an attacker by reporting false signal
strengths, replaying signals, etc.

(AVA ATTACKS AND SECURITY SCHEMES IN
WIRELESS SENSOR NETWORK

As security is of more concern in any network so it is
necessary to address the attacks and then take counter
measures at the design time of WSN. A sensor node is
considered as being compromised when an attacker, through
various means, can either read or modify its internal memory.
This section lists and gives brief discussion about the major
attacks against Wireless Sensor Network.

A. Physical Attack

This attack is also called as node capture. Sensor networks
typically operate in hostile outdoor environments. In such
environments, the small form factor of the sensors, coupled
with the unattended and distributed nature of their deployment
make them highly susceptible to physical attacks, i.e., threats
due to physical node destructions [13]. In this type of attack,
attackers gain full control over some sensor nodes through
direct physical access [14]. Sensor nodes with tamper proofing
features are impractical, as the cost of sensor nodes must be
kept as cheap as possible for WSN. This is why sensor nodes
are susceptible to be physically being accessed. Physical
attacks have significant impacts on routing and access control
mechanisms of WSN like it becomes easier for an attacker to
get unrestricted access to WSN by getting key information
stored on sensor node’s memory. An adversary may require
expert knowledge, costly equipments and other resources for
performing physical attack.

B. Attacks at Different Layer
This subsection describes some of these well known attacks.

1) Physical Layer: Physical layer is responsible for
actual data transmission and reception, frequency selection,
carrier frequency generation, signaling function and data
encryption. This layer also addresses the transmission media
among the communicating nodes. WSN uses shared and radio
based transmission medium which makes it susceptible to
jamming or radio interference.

Jamming: In physical layer, jamming is a common attack. The
attacker needs to know only the wireless transmission
frequency in WSN. The frequency of the radio signals that
attacker uses is same as the frequency of the sensor network
[15]. This radio signal interferes with other signal sent by a
sensor node and the receivers within the range of the attacker
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cannot receive any message. Thus, affected nodes become
completely isolated as long as the jamming signal continues
and no messages can be exchanged between the affected nodes
and other sender nodes. For preventing physical layer
jamming [12] suggests frequency hopping as a
countermeasure. In frequency hopping spread spectrum, nodes
change frequency in a predetermined sequence. But, it is not
suitable for WSN because every extra frequency requires extra
processing and the range of possible frequencies for WSN is
limited. [5] Suggests Ultra Wide Band transmission technique
as an anti jamming solution. UWB transmission is based on
sending very short pulses in order of nanoseconds across a
wide frequency band and is very difficult to detect. This
technique is suitable for WSN because of its low energy
consumption.

2) Link Layer

The data link layer is responsible for the multiplexing of data
streams, data frame detection, medium access and error
control. This layer is vulnerable to data collision when more
than one sender tries to send data on a single transmission
channel.

Denial of Service: Denial of Service (DoS) [16], [17] is
produced by the unintentional failure of nodes or malicious
action. The simplest DoS attack tries to exhaust the resources
available to the victim node, by sending extra unnecessary
packets and thus prevents legitimate network users from
accessing services or resources to which they are entitled. DoS
attack is meant not only for the adversary’s attempt to subvert,
disrupt, or destroy a network, but also for any event that
diminishes a network’s capability to provide a service.

For example, consider the following Fig. 3. Assume a shortest
path exists from X to Z and C and Z cannot hear each other,
that nodes B and C cannot hear each other, and that Y is a
malicious node attempting a denial of service attack. Suppose
X wishes to communicate with Z and that X has an unexpired
route to Z in its route cache. X transmits a data packet toward
Z with the source route X -->A-->B->Y->C->D->Z
contained in the packet’s header. When Y receives the packet,
it can alter the source route in the packet’s header, such as
deleting D from the source route. Consequently, when C
receives the altered packet, it attempts to forward the packet to
Z. Since Z cannot hear C, the transmission is unsuccessful.

XEAEBEY S D <7
Figure 3: Denial of service attack

3) Network Layer

Network layer provides routing of messages from one node to
another node which are neighbors or may be multi hops away
for example, node to base station or node to cluster leader.
There are several attacks exploiting routing mechanisms in
WSN. Some familiar attacks are listed here.

Selective Forwarding: Selective forwarding is an attack where
compromised or malicious node just drops packets of its
interest and selectively forwards packets to minimize the
suspicion to the neighbor nodes. This attack can be extended
to forward messages to wrong nodes and thus misdirecting the
traffic. Two different countermeasures have been proposed
against selective forwarding attack. One defense is to send
data using multi path routing [16]. Another one is detection of
compromised nodes which are misbehaving in terms of
selective forwarding and route TKK T-110.5190 Seminar on
Internet working the data seeking an alternative path.

Black hole/Sinkhole Attack: In this attack, a malicious node
acts as a black hole [17] to attract all the traffic in the sensor
network. Especially in a flooding based protocol, the attacker
listens to requests for routes then replies to the target nodes
that it contains the high quality or shortest path to the base
station. Once the malicious device has been able to insert itself
between the Communicating nodes (for example, sink and
sensor node), it is able to do anything with the packets passing
between them. In fact, this attack can affect even the nodes
those are considerably far from the base stations.
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Figure 4: Conceptual view of Black hole Attack

Figure 4 shows the conceptual view of a black hole/sinkhole
attack. Both the sinkhole and wormhole attacks are difficult to
detect especially in WSNs those use routing protocols in
which routes are decided based on information advertisements
such as remaining energy or minimum hop count to base
station. [18] Suggests using geographic routing protocol which
has better resilience against these attacks. GPSR [19] and
GEAR [20] are such geographic based routing protocols.

Hello Flood Attack: Hello flood attack uses HELLO packets
as a weapon to convince the sensors in WSN. In this type of
attack an attacker with a high radio transmission range and
processing power sends HELLO packets to a number of sensor
nodes which are dispersed in a large area within a WSN. The
sensors are thus persuaded that the adversary is their neighbor.
As a consequence, while sending the information to the base
station, the victim nodes try to go through the attacker as they
know that it is their neighbor and are ultimately spoofed by the
attacker. The key solution against Hello Flood attack is
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authentication. An authenticated broadcast protocol for
example, P“TESLA is an efficient one for this purpose. This
protocol is based on symmetric key cryptography with
minimum packet overheads.

Wormhole Attack: Wormhole attack is a critical attack in
which the attacker records the packets (or bits) at one location
in the network and tunnels those to another location. The
tunneling or retransmitting of bits could be done selectively.
Wormhole attack is a significant threat to wireless sensor
networks, because; this sort of attack does not require
compromising a sensor in the network rather, it could be
performed even at the initial phase when the sensors start to
discover the neighboring information.
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Figure 5: Wormhole Attack

Figure 5 (a & b) shows a situation where a wormhole attack
takes place. When a node B (for example, the base station or
any other sensor) broadcasts the routing request packet, the
attacker receives this packet and replays it in its neighborhood.
Each neighboring node receiving this replayed packet will
consider itself to be in the range of Node B, and will mark this
node as its parent. Hence, even if the victim nodes are multi -
hop apart from B, attacker in this case convinces them that B
is only a single hop away from them, thus creates a wormhole.

Sybil Attack: In many situations sensors in WSN need to work
together to perform a task so they can use distribution of
subtasks and redundancy of information.

Siyhil Mode @
Figure 6: Sybil Attack
In such a situation, a node can pretend to be more than one
node using the identities of other legitimate nodes (Figure 6).

This type of attack where a node forges the identities of more
than one node is the Sybil attack [21], [22]. Sybil attack tries

to degrade the integrity of data, security and resource
utilization that the distributed algorithm attempts to achieve.
Sybil attack can be performed for attacking the distributed
storage, routing mechanism, data aggregation, voting, fair
resource allocation and misbehavior detection [22]. Identity
verification is the key requirement for countering against Sybil
attack. Unlike traditional networks, verification of identity in
WSN cannot be done with a single shared symmetric key and
public key algorithm because of computational limitation of
WSN. Newsome et al. in [15] shows with quantitative analysis
that random key pre distribution scheme can be used to defend
against Sybil attack. For this purpose, they associated sensor
node’s identity with its assigned key using one way hash
function. According to their mechanism, the network is able to
verify part or all of the keys that an identity claims to have and
thus counters against Sybil attack.

4) Transport Layer
In transport layer end to end connections are managed.

Flooding Attack: At this layer, adversaries exploit the
protocols that maintain state at either end of the connection.
For example, adversary sends many connection establishment
requests to the victim node to exhaust its resources causing the
Flooding attack. One solution against this attack is to limit the
number of connections that a node can make. But, this can
prevent legitimate nodes to connect to the victim node

5) Application Layer

In application layer, data is collected and manages. Here,
sensor nodes can be subverted to reveal its information
including disclosure of cryptographic keys hence
compromising the whole sensor network. Moreover, a node
can be compromised to malfunction and generate inaccurate
data and this effect can be worse enough when the node is a
cluster leader in WSN [23].

V. PROPOSED SECURITY SCHEMES AND
RELATED WORK

In the recent years, wireless sensor network security has been
able to attract the attentions of a number of researchers around
the world. In this section we review and map various security
schemes proposed or implemented so far for wireless sensor
networks.

A.  Security Schemes for Wireless Sensor Networks

[24] Gives an analysis of secure routing in wireless sensor
networks. [25] Studies how to design secure distributed sensor
networks with multiple supply voltages to reduce the energy
consumption on computation and therefore to extend the
network’s life time. [3] Aims at increasing energy efficiency
for key management in wireless sensor networks and uses.
Younis et.al. [32] Network model for its application. Wood et
al. [27] studies DoS attacks against different layers of sensor
protocol stack. [40] Presents a probabilistic secret sharing
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protocol to defend Hello flood attacks. REWARD [34] is a
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VI HOLISTIC SECURITY IN WIRELESS SENSOR
NETWORKS

A holistic approach [33] improves the performance of wireless
sensor networks with respect to security, longevity and
connectivity under changing environmental conditions. The
holistic approach of security concerns about involving all the
layers for ensuring overall security in a network. For such a
network, a single security solution for a single layer might not
be an efficient solution rather employing a holistic approach
could be the best option.

Application

Transport

Metwork

Link

Physical

Figure 7: Holistic view of Security in wireless sensor networks

In holistic approach security is to be ensured for all the layers
of the protocol stack, the cost for ensuring security should not
exceed the assessed security risk at a specific time, the
security measures must be able to exhibit a graceful
degradation if there is no physical security ensured for the
sensors and if some of the sensors in the network are
compromised, out of order or captured by the enemy and the
security measure should be developed to work in a
decentralized fashion. If security is not considered for all of
the security layers, for example; if a sensor is somehow
captured or jammed in the physical layer, the security for the
overall network breaks despite the fact that, there are some
efficient security mechanisms working in other layers. By
building security layers as in the holistic approach, we can
improve the security for the whole network.

VIL. CONCLUSION

WSN security is a very important issue which is motivated
towards ensuring security under the strict constraints of
computational power, energy and other hardware constraints.
Super small sensor nodes, super low power consumption and
having low cost made wireless sensor network an attracting
uncountable application domain to sense and collect data. But,
these attractive features made wireless sensor network
challenging to integrate security mechanism into it. This paper
gives an idea of a major paradigm of security problems that
wireless sensor network faces because of its exceptional
design characteristics, communication and deployment
pattern. At the same time, this paper includes brief discussion

on the important security aspects that are required to design a
secure wireless sensor network. In this paper we discussed
well known attacks at every layer of the network and their
proposed counter measures because security of a wireless
sensor network is dependent on securing all the layers of the
network. This paper gives an idea about how the adversaries
can actually attack the wireless sensor network exploiting its
vulnerabilities and what kind of security awareness should be
taken into account when incorporating security mechanisms in
wireless sensor network. Finally this paper explores some
security schemes like holistic security scheme which could be
ensured for wireless sensor networks, the cost-effectiveness
and energy efficiency to employ such mechanisms could still
pose great research challenge in the coming days.
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